November 7, 2024

Critical Security Risk

A Fiscal Officer brought a security risk to UAN’s attention. The Fiscal Officer received the below scam
e-mail from a non-Ohio.gov e-mail address. This is particularly concerning as the detail (County
through e-mail) is accurate for the Fiscal Officer.

This phishing attack is a SCAM. If you receive a similar e-mail DO NOT click on the link and
immediately delete the e-mail.

Important: If you did receive this e-mail and clicked on the link, contact UAN Support.

We do not know if other government entities in Ohio have received a similar e-mail, but this phishing
attack is sophisticated enough that we felt is was critical that we inform all UAN clients of this. We
have also informed the Chief Information Security Officer for Ohio.
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OHIO.GOV INFORMATION UPDATE.
Dear IS, FISCAL OFFICER

Kindly verify that the information below is correct and up to date.

Mote: The secure verification link below will expire in 24 hours. If we do not receive your verification
or update before the link expires, we will be required to revoke your license.

Member Number
County
NAME
Contact Name
Address
City
State OHIO
Zip
Phone Number

Emnails
Fi2

Click Here To Verify Or Update Your Information.

This message Is intended solely for the use of the intended recipient.
Any viewing, copying, distribution, or reliance on this message by unintended recipients is strictly
prohibited. If you've received this message in error, contact us by clicking here to verify your
information or notify the sender.



2024 UAN Year End Update
Save the Date

We are in the final steps of having a contract for the 2024 UAN Year End Update at the Quest
Conference Center. We'll send out the invitation to register as soon as we can. In the meantime,
we want to get the dates for the sessions to you for your own planning.

The presentation dates are as follows:

¢ Thursday, December 5, 2024, at the Quest Conference Center - in-person in Columbus

e (9200 Worthington Road, Ste 400, Westerville, OH 43082).
Time: 8:00 AM to 4:00 PM.

¢ Monday, December 9, 2024, broadcast live webinar/online.
Time: 8:00 AM to 4:00 PM.

¢ On-Demand Video Recording — For those who cannot attend either day, a video recording
of the webinar will be available on the UANIink website.



